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Antitrust Compliance Guidelines 
 
I. General 
It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that unreasonably 
restrains competition. This policy requires the avoidance of any conduct that violates, or that might 
appear to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement 
between or among competitors regarding prices, availability of service, product design, terms of sale, 
division of markets, allocation of customers or any other activity that unreasonably restrains 
competition. 

 
It is the responsibility of every NERC participant and employee who may in any way affect NERC’s 
compliance with the antitrust laws to carry out this commitment. 

 
Antitrust laws are complex and subject to court interpretation that can vary over time and from one 
court to another. The purpose of these guidelines is to alert NERC participants and employees to 
potential antitrust problems and to set forth policies to be followed with respect to activities that may 
involve antitrust considerations. In some instances, the NERC policy contained in these guidelines is 
stricter than the applicable antitrust laws. Any NERC participant or employee who is uncertain about 
the legal ramifications of a particular course of conduct or who has doubts or concerns about whether 
NERC’s antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel 
immediately. 

 
II. Prohibited Activities 
Participants in NERC activities (including those of its committees and subgroups) should refrain from 
the following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings, 
conference calls and in informal discussions): 

· Discussions involving pricing information, especially margin (profit) and internal cost 
information and participants’ expectations as to their future prices or internal costs. 

· Discussions of a participant’s marketing strategies. 

· Discussions regarding how customers and geographical areas are to be divided among 
competitors. 

· Discussions concerning the exclusion of competitors from markets. 

· Discussions concerning boycotting or group refusals to deal with competitors, vendors or 
suppliers. 



 
 
 
 
 
 
 
 
 
 

· Any other matters that do not clearly fall within these guidelines should be reviewed with 
NERC’s General Counsel before being discussed. 

 
III. Activities That Are Permitted 
From time to time decisions or actions of NERC (including those of its committees and subgroups) may 
have a negative impact on particular entities and thus in that sense adversely impact competition. 
Decisions and actions by NERC (including its committees and subgroups) should only be undertaken for 
the purpose of promoting and maintaining the reliability and adequacy of the bulk power system. If 
you do not have a legitimate purpose consistent with this objective for discussing a matter, please 
refrain from discussing the matter during NERC meetings and in other NERC-related communications. 

 
You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of 
Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business. 

 
In addition, all discussions in NERC meetings and other NERC-related communications should be within 
the scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as 
within the scope of the published agenda for the meeting. 

 
No decisions should be made nor any actions taken in NERC activities for the purpose of giving an 
industry participant or group of participants a competitive advantage over other participants. In 
particular, decisions with respect to setting, revising, or assessing compliance with NERC reliability 
standards should not be influenced by anti-competitive motivations. 

 
Subject to the foregoing restrictions, participants in NERC activities may discuss: 

· Reliability matters relating to the bulk power system, including operation and planning matters 
such as establishing or revising reliability standards, special operating procedures, operating 
transfer capabilities, and plans for new facilities. 

· Matters relating to the impact of reliability standards for the bulk power system on electricity 
markets, and the impact of electricity market operations on the reliability of the bulk power 
system. 

· Proposed filings or other communications with state or federal regulatory authorities or other 
governmental entities. 

· Matters relating to the internal governance, management and operation of NERC, such as 
nominations for vacant committee positions, budgeting and assessments, and employment 
matters; and procedural matters such as planning and scheduling meetings. 
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Draft Minutes 
Member Representatives Committee 
May 10, 2017 | 1:00 p.m. – 5:00 p.m. Central 
 
The Ritz-Carlton, St. Louis 
100 Carondelet Plaza 
St. Louis, MO 63105 
 
In Chair John Twitty’s absence, Vice Chair Jason Marshall, called to order the North American Electric 
Reliability Corporation (NERC) Member Representatives Committee (MRC) meeting on May 10, 2017, at 
1:00 p.m., Central. The meeting announcement, agenda, and list of MRC members in attendance are 
attached as Exhibits A, B and C, respectively. 
 
Introduction and Chair’s Remarks 
Mr. Marshall welcomed MRC members and attendees, and acknowledged the attendance of the NERC 
Board, David Ortiz and others from the Federal Energy Regulatory Commission (FERC), Pat Hoffman from 
the Department of Energy, and State Commissioners David Clark and Asim Haque. 
 
Mr. Marshall recognized the MRC responses to the April 6, 2017, policy input request from Roy Thilly, 
chairman of the Board. He reminded attendees that full presentations were conducted at the committee 
meetings and will not be repeated during the MRC meeting. 
 
Mr. Marshall also noted that Jack Cashin has resigned from the MRC, leaving another open vacancy in 
sector 7. The schedule for the special election to fill vacancies in sector 7 is as follows: 

• May 15, 2017 – Nomination Period Opens 

• June 14, 2017 – Nomination Period Closes 

• June 30, 2017 – Election Period Opens 

• July 10, 2017 – Election Period Closes 
 
NERC Antitrust Compliance Guidelines and Public Announcement 
Kristin Iwanechko, committee secretary, called attention to the NERC antitrust compliance guidelines and 
the public meeting notice. Any questions should be addressed to NERC’s General Counsel, Charles 
Berardesco. 
 
Ms. Iwanechko declared a quorum present with the following recognized proxies: 

• Lloyd Linke for Tony Montoya – Federal/Provincial Utility 

• Stephen Rourke for Gordon van Welie – ISO/RTO 
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• Stephen Rourke for Bruce Campbell – ISO/RTO 
 
Minutes 
The MRC approved, on a motion by Greg Ford and seconded by Michelle D’Antuono, the draft minutes of 
its February 8, 2017, meeting in San Diego subject to correction of Mr. Hitti to Mr. Twitty on page 2 and in 
its April 13, 2017, conference call.  
 
Board of Trustees Nominating Committee Update 
Fred Gorbet, chair of the Board of Trustees Nominating Committee (BOTNC), provided an update on the 
BOTNC. He noted that two Trustees are up for re-election and one Trustee is term limited, creating a 
vacancy. The BOTNC chose a search firm to assist with filling the vacancy and is on track to review 
nominees in August and interview candidates in November. 
 
The BOTNC includes six MRC members: 

• John Twitty – MRC Chair 

• Jason Marshall – MRC Vice Chair 

• Sylvain Clermont – Federal/Provincial Utility 

• Greg Ford – Cooperative Utility 

• Bill Gallagher – Transmission-Dependent Utility 

• Lou Oberski – Regional Entity 
 

Responses to the Board’s Request for Policy Input 
Mr. Marshall acknowledged the MRC’s responses to Roy Thilly’s April 6, 2017, letter requesting policy 
input on the special reliability assessments under consideration and the application of cost effectiveness 
methods for standards development. The following comments on the policy input topics are not all 
inclusive, but provide the general tenor and scope of the discussion: 
 
Special Reliability Assessments Under Consideration 
Thomas Coleman, director of reliability assessment at NERC, noted that special assessments supplement 
the annual long-term reliability assessment, summer assessment, and winter assessment. He stated that 
NERC is currently working on a special assessment around single points of disruption on natural gas 
infrastructure, which NERC expects to present to the Board for acceptance in August. He explained that 
topics for special assessments are derived from discussions and input from the MRC, Board, Reliability 
Issues Steering Committee (RISC), technical and standing committees, and Regional Entities. Mr. Coleman 
reviewed a list of seven topics currently under consideration for a special assessment. Mr. Coleman noted 
that the scopes for these topics were adjusted based on MRC policy input, resulting in the following four 
scopes: 1) reliability value of baseload generation and implications of accelerated retirements; 2) 
contingency response of distributed energy resources (DER) and other inverter-based resources; 3) 
changing resource mix on reserves, forecasting, and resource adequacy; and 4) changing end-use load 
characteristics and dynamic load modeling. Mr. Coleman stated that NERC would focus on the first three 
scopes and a technical committee would focus on the fourth. 
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• A Board member asked about an estimated timeframe for the special assessment on nuclear 
retirements. Mr. Coleman estimated approximately six months for the assessment, but noted that 
the timing would be discussed with executive management. 

• A Board member asked about which of the four adjusted scopes NERC is most confident. Mr. 
Coleman stated that it is important to NERC not to overburden stakeholders and to use existing 
data and information where possible. He noted an area where there is a lot of information is 
accelerated nuclear retirements, which NERC may expand to include the decline of coal, natural 
gas, etc. 

• An attendee suggested the need to look beyond the current data. Mr. Coleman noted that NERC 
would integrate system analysis and probabilistic assessment scenarios, for example, to 
complement existing data. 

• An MRC member asked about the framework under which these assessments would be 
conducted, who will be providing oversight, and whether they will they be vetted through 
technical committees or presented at MRC. These assessments would be conducted similar to past 
special assessments, which included vetting through the technical committees and sending an 
embargoed copy to the MRC prior to Board acceptance. 

 
Application of Cost Effectiveness Methods for Standards Development 
Howard Gugel, senior director of standards and education at NERC, provided a history on the efforts to 
date to address cost effectiveness in standards development, as well as the current approach with 
periodic reviews, the standards grading metric, and additional pilots. He discussed some future activities 
that will begin in 2017 which includes requesting more specific comments on cost effectiveness during 
periodic reviews and standard comment periods, evaluating compliance and enforcement cost impacts, 
and providing a summary of cost information when presenting a standard to the Board.  
 
Mr. Gugel noted that the Board requested MRC policy input on whether the current and proposed cost 
effectiveness activities are sufficient or if additional approaches should be considered. He provided a 
summary of policy input received, highlighting the following suggestions: 1) broad support to continue on 
the current path at a minimum; 2) there are other ways to address risks other than standards; 3) avoid 
small changes to standards unless there are cost savings; 4) provide additional guidance to drafting teams 
on cost-effectiveness; 5) phase two pilot provides limited value; 6) provide periodic reports to the 
Standards Oversight and Technology Committee; 7) formalize the approach in a document; 8) recognize 
costs based on an organization’s size; and 9) initiate an effort similar to Paragraph 81 to identify specific 
requirements where some benefit could be realized with small changes. 

• An MRC member asked whether NERC has a sense of the degree to which it will receive rigorous 
cost information from the entities that are participating. Mr. Gugel stated that if entities are not 
providing data due to proprietary concerns, data could be anonymized to encourage increased 
information submittals. 

• An MRC member encouraged NERC to continue a deliberate assessment of cost during the 
standard development process, as well as, a year or two after a standard becomes effective.  
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• An MRC member requested that NERC assess whether the data it’s receiving is meaningful. 

• An MRC member noted that many companies do not track costs for implementing standards and 
there are significant costs associated with tracking them.  

• A Board member expressed appreciation for the difficulty in anticipating costs during the drafting 
process and suggested the most valuable information regarding unanticipated costs will come 
after the fact. 

• An MRC member asked at what point would the cost exceed the reduction of risk and would that 
mean a standard would not be developed. Mr. Gugel noted that in some cases risk needs to be 
mitigated regardless of the cost, but there may be a better way to manage risk to reliability than a 
standard that may be more cost effective.  

• An MRC member suggested conducting test cases with different sized entities. 

• An attendee stated that though a requirement may seem cost effective, it is important to look at 
the big picture. 

 
Additional Policy Discussion of Key Items from Board Committee Meetings 
Board committee chairs provided a high level overview of the agenda items discussed at each of the 
Board committee meetings. Attendees did not have any additional comments in response to the 
discussions from the Finance and Audit Committee meeting. Attendees shared the following comments in 
response to the discussions at the Corporate Governance and Human Resources Committee, Standards 
Oversight and Technology Committee, and Compliance Committee meetings. 
 
Corporate Governance and Human Resources Committee (CGHRC) 

• An MRC member asked when additional information on the goals and metrics will be available. 
Bob Clarke, chair of the CGHRC, noted that the CGHRC receives quarterly updates with historical 
data. Mark Lauby, senior vice president and chief reliability officer at NERC, added that the 
historical data is posted on the NERC website. 

 
Standards Oversight and Technology Committee 

• An MRC member stated that if the next ballot of CIP-013-1 is low, MRC members should be 
proactive to understand what needs to be done to pass the ballot.  

 
Compliance Committee 

• An MRC member expressed appreciation for the progress on the consistency framework and 
suggested that discussion on consistency with the trade organizations may be helpful. 

 
Strategic Planning 
Michael Walker, senior vice president and chief financial and strategic development officer at NERC, 
introduced this topic noting that the strategic plan is being rebranded as the ERO Enterprise Operating 
Plan and the ERO Enterprise has been working on the development of a long-term strategy to guide the 
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operating plan updates. He noted that the long-term strategy is not intended to show a major strategic 
shift, but will capture how changes to the BPS might affect reliability and security; the need to focus on 
cost effectiveness and efficiency; the desire to strengthen partnerships with other entities; the need to 
have the necessary technical expertise; build support for the Member Executive Committee (MEC) and E-
ISAC strategy; and recognition of the international aspects of the ERO.  
 
2017 Reliability Leadership Summit Results 
Nelson Peeler, member of RISC, noted that RISC hosted a Reliability Leadership Summit (Summit) on 
March 21, which was built around panel sessions focused on challenges to operating the BPS, resiliency 
and security, and emerging risks to reliability. The discussions during the Summit are a key input to the 
RISC’s ERO Reliability Risk Priorities Report. Following the Summit, RISC discussed plans for delivering an 
updated report and determined there were no evident gaps in the report. Mr. Peeler also noted the 
following takeaways from the Summit for RISC to keep in mind when updating the report: 1) leverage the 
work of other groups (e.g., DERTF); 2) recognize international policymaking; 3) focus on changing entire 
workforce instead of skilled workforce; 4) be sensitive to the impact of risk mitigation mechanisms on 
smaller entities; and 5) additional opportunities for input from Regional Entities. In addition, RISC 
discussed several improvements to the report, including: 1) making recommendations more concrete, 
clear, and concise; 2) identifying the appropriate groups or entities to address, their tools, and 
recommendations; and 3) prioritizing risks with respect to inherent versus residual risks. He noted that 
RISC is developing a preamble to explain the relationships between the risk profiles and teams of RISC 
members that have been assigned specific risk profiles to review. RISC intends to post a draft of the report 
for stakeholder comment by the fourth quarter of 2017 and request Board acceptance in February 2018. 
 
ERO Enterprise Strategic Planning Update 
Mr. Walker highlighted the ongoing effort to integrate the strategic, operational, business and budget 
planning processes. He noted that NERC is developing a multi-year schedule to show the relationships 
among the different processes which will be reviewed with RISC, the MRC business plan and budget input 
group, and the full MRC. Mr. Walker stated that a first draft of the long-term strategy, operating plan, and 
2018 metrics will be posted for a stakeholder comment period in July with a discussion at the open MRC 
meeting in August and a second draft of the documents would be posted for a stakeholder comment 
period in the fall. The final documents will be presented to the Board for approval at its November 
meeting. 
 
NERC and Regional Entity Board Strategic Planning Discussions 
Gerry Cauley, president and CEO of NERC, noted that he had met with the Regional Entity chief executive 
officers to converge around strategy and direction across the ERO Enterprise. He also noted that the NERC 
and Regional Entity Board and officers met the previous day and he is encouraged by the shared sense of 
influences and how the world is changing and shaping reliability. 
 
Roy Thilly, Board Chair, noted that the Board has received a number of comments from stakeholders on 
the need to develop a long-term strategy that looks further out than three years, which is being 
developed as discussed by Mr. Walker. He noted that the Board agrees this is an important effort and will 
require stakeholder involvement. 
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• A Board member noted that the BPS is rapidly evolving and asked for thoughts on how these 
changes would be managed. Mr. Cauley stated that there is a balance between relying on existing 
data and theorizing the future to try to solve problems before they happen. He added that 
cooperation from industry in identifying precursor events and issues has been very helpful in 
getting necessary data.   

• An MRC member stated that early adoption of particular technologies is not necessarily indicative 
of what will be adopted across the country. 

 
E-ISAC Long-Term Strategic Plan 
Marc Sachs, senior vice president and chief security officer at NERC, provided an overview of the E-ISAC 
Long-termTerm Strategic Plan which was approved by the MEC on April 24, 2017. Mr. Sachs noted that 
the three primary drivers for the E-ISAC Long-Term Strategic Plan are that security threats continue to 
evolve and become more dangerous, customer expectations for highly reliable energy continue to 
increase, and there is a more robust understanding and measurement of grid resiliency and security. The 
E-ISAC long term strategyThe E-ISAC Long- Term Strategy builds on the 2015 Electricity Subsector 
Coordinating Council (ESCC) recommendations with the goal of developing a capability that industry 
cannot do without. Mr. Sachs reviewed the E-ISAC vision, mission, values, and goals. The E-ISAC goals 
focus on information sharing, analytics, and engagement. Mr. Sachs reviewed the milestones for each 
goal which includes the enhancement of the ES-ISAC to the E-ISAC from 2015 to 2016, strengthening the 
foundation in 2017, and a comprehensive transformation from 2018 to 2022. NERC will continue to 
evaluate the E-ISAC for 2023 and beyond.  
 
Mr. Sachs reviewed the impacts on the planning and budget process, noting that the MEC encouraged 
NERC to add necessary staffing to support the long-term strategy, NERC is currently developing specific 
resource requirements and capabilities to meet the long-term strategy, and the initial 2018 draft budget 
will include base E-ISAC costs. He noted that if implemented, the resource impact will likely be significant 
over time in the areas of people, technology, and facility, and will need to be managed carefully. Mr. 
Sachs then reviewed the next steps which include requesting Board acceptance of the long term strategy 
the following day and also, completing a detailed resource plan for the 2018 budget, which will include 
financial projections and recommended funding mechanisms.  
 
Mr. Cauley added that these are major accomplishments and the goal is for E-ISAC to become a source of 
intelligence with a platform to allow members of the ISAC to engage proactively with each other. He 
noted that it is a fairly aggressive plan and NERC is looking at how to spread the expansion plan over the 
next few years. 

• Several attendees applauded this effort and encouraged E-ISAC to continue its work. 

• An MRC member asked what has been learned from other ISACs and whether there is good 
communication among them. Mr. Sachs noted that the National Council of ISACs meets frequently 
to allow for coordinated communication between ISACs. 
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• A Board member asked if there is any data from the financial sector that the E-ISAC can learn from. 
Mr. Sachs noted that the financial sector faces similar challenges in some cases and the sectors are 
working together to learn each other’s processes to try to solve the similar issues they face. 

• An attendee asked about E-ISAC’s relationship with its natural gas counterpart. Mr. Sachs stated 
that E-ISAC regularly works with an analyst from the natural gas ISAC. 

 
Accountability Matrix 
Ms. Iwanechko invited questions or comments regarding the accountability matrix included in the MRC 
agenda package which is updated quarterly and captures key action items from the quarterly MRC and 
Board meetings, and the policy input letter responses. 
 
Regulatory Update 
Mr. Berardesco invited questions or comments regarding the regulatory report, which highlights Canadian 
and Mexican affairs, as well as, past and future significant FERC filings.  
 
Future Meetings 
The following are future dates for the MRC Pre-Meeting and Informational Sessions: 

• July 12, 2017 

• October 12, 2017 
 
The following are future NERC Board and MRC meetings dates and locations: 

• August 9-10, 2017 – Ottawa, Canada 

• November 8-9, 2017 – New Orleans, LA 
 
Adjournment 
There being no further business, the meeting terminated at 3:45 p.m., Central. 
 
Submitted by, 

 
 

Kristin Iwanechko 
Secretary 

 

 



 
 

 

 

Draft Minutes 
Member Representatives Committee 
Pre-Meeting Informational Session 
Conference Call and Webinar 
July 12, 2017 | 11:00 a.m. – 12:30 p.m. Eastern 
 
Introduction and Chair’s Remarks 
Chair John Twitty, with Vice Chair Jason Marshall present, convened a duly-noticed open meeting by 
conference call and webinar of the North American Electric Reliability Corporation (NERC) Member 
Representatives Committee (MRC) on July 12, 2017, at 11:02 a.m., Eastern. The meeting provided the 
MRC and other stakeholders an opportunity to preview proposed agenda topics for the MRC, Board of 
Trustees (Board), and Board Committee meetings scheduled to be held August 9-10, 2017, in Ottawa, 
Canada. The meeting announcement and agenda are attached as Exhibits A and B, respectively. 
 
NERC Antitrust Compliance Guidelines and Public Announcement 
Kristin Iwanechko, committee secretary, directed the participants’ attention to the NERC Antitrust 
Compliance Guidelines and the public meeting notice included in the agenda. 
 
Schedule of Quarterly NERC Meetings and Conference Calls 
The draft schedule of events for the upcoming meetings in Ottawa was included in the agenda package. 
 
Review of Proposed Board and Board Committees Meeting Agenda Items 
Charlie Berardesco reviewed the preliminary agenda items for the Board and Board Committee meetings 
scheduled for August 9-10, 2017, in Ottawa, as well as, those scheduled for conference calls prior to the 
August meetings that were identified in the slide presentation included in the informational session 
agenda package. Mr. Twitty encouraged MRC members to review all agenda materials for the Board and 
Board Committee meetings, once posted and available on July 27, 2017, and attend as many of these 
meetings as possible, in advance of the MRC’s meeting on August 9, 2017. 
 
Review of Proposed MRC Agenda Items for August 9 
Mr. Twitty reviewed the preliminary MRC agenda items for the upcoming August 9, 2017, meeting in 
Ottawa that were identified in the slide presentation included in the informational session agenda 
package. Topics include: 

• Schedule for MRC officer and sector elections; 

• Board of Trustees Nominating Committee update; 

• Discussion of the responses submitted to the policy input request from the Board; 

• Additional discussion of the issues presented at the Board Committee meetings on August 3 and 9; 
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• ERO Enterprise Long-Term Strategy, Operating Plan, and 2018 Metrics; 

• Technical rationale for Reliability Standards; 

• Update on security issues; 

• Accountability matrix; and 

• Regulatory update. 
 
Policy Input Reminder 
Mr. Twitty announced that the Board’s request for policy input was released on July 5, 2017, and 
responses are due by Wednesday, July 26, 2017, to Ms. Iwanechko. NERC staff provided updates on the 
following topic included in the policy input letter: 

• Supply Chain Risk Management 
 

Informational Items 
NERC staff provided updates regarding the Level II Alert on Loss of Solar Resources During Transmission 
Disturbances Due to Inverter Settings and Compliance Monitoring and Enforcement Program (CMEP) 
Technology Project. 
 
Proxy Reminder 
Proxy notifications for the August 9, 2017, meeting must be submitted in writing to Ms. Iwanechko. 
 
Meeting Adjourned 
There being no further business, the call was terminated at 11:43 a.m., Eastern. 
 
Submitted by, 

  

Kristin Iwanechko  
Secretary 
 

 



Agenda Item 2 
MRC Meeting 
August 9, 2017 

 
Future Meetings 

 
 
Action 
Information 
 
Summary 
The following are the future meeting dates for 2017 and 2018. The dates for the 2017 pre-
meeting and informational webinars are also included below. 
 
2017 Dates 

October 12   Pre-Meeting and Informational Session 

November 8-9   New Orleans, LA 
 
2018 Dates 

February 7-8   Ft. Lauderdale, FL 

May 9-10   Washington, D.C. 

August 15-16   Calgary, Canada 

November 6-71  Atlanta, GA 
 

                                                      
1 Please note that this follows an alternate date pattern, with open meetings on Tuesday and Wednesday. 



Agenda Item 3 
MRC Meeting 
August 9, 2017 

 
Schedule for MRC Officer and Sector Elections 

 
 
Action 
Information 
 
Background 
Chair John Twitty will announce the upcoming nomination and election cycle for the Member 
Representatives Committee (MRC) officers and those members whose terms expire in February 
2018. The tentative schedule is shown below. 
 
MRC Officer Elections 
Wednesday, August 30 – Nomination period opens 
Friday, September 29 – Nomination period closes 
Wednesday, November 8 – Election of officers for following year by current MRC members 
 
MRC Member Sector Nominations and Elections 
Monday, September 11 – Nomination period opens 
Friday, November 10 – Nomination period closes 
Monday, December 4 – Election begins 
Thursday, December 14 – Election ends 
 
Reference Links 
Membership of the MRC for 2017-2019 
NERC Bylaws  

http://www.nerc.com/gov/bot/MRC/Documents/Membership_of_MRC_2017-2019_20170620.pdf
http://www.nerc.com/gov/Annual%20Reports/NERC_Bylaws-Effective-10142009.pdf


Agenda Item 4 
MRC Meeting 
August 9, 2017 

 
Board of Trustees Nominating Committee Update 

 
 
Action 
Information 
 
Summary 
On February 24, 2017, MRC members were invited via e-mail to volunteer to serve on the 
Board of Trustees Nominating Committee (BOTNC) and the following MRC members were 
named by the Board of Trustees to the BOTNC: 

1. John Twitty – MRC Chair 

2. Jason Marshall – MRC Vice Chair 

3. Sylvain Clermont – Federal/Provincial Utility 

4. Greg Ford – Cooperative Utility 

5. Bill Gallagher – Transmission-Dependent Utility 

6. Lou Oberski – Regional Entity 
 
Fred Gorbet, chair of the BOTNC, will provide a status report on the planned activities and 
schedule for the BOTNC. 



Agenda Item 5 
MRC Meeting 
August 9, 2017 

 
Responses to the Board’s Request for Policy Input 

 
 
Action 
Discussion 
 
Background 
The policy input letter is issued by the Chair of the NERC Board of Trustees (Board) four to five 
weeks in advance of the quarterly meetings and includes relevant materials necessary to inform 
and prepare for discussion. Written input from the Member Representatives Committee (MRC) 
and stakeholders is due three weeks after issuance and is then revisited during a dedicated 
discussion time on the MRC’s agenda, in the presence of the Board. 
 
Summary 
On August 9, 2017, the MRC can expect a presentation on supply chain risk management at its 
meeting, which was included in the policy input letter. The MRC can also expect to participate 
in further discussion on the responses received from the policy input request that was 
distributed on July 5, 2017, and the presentations given on the policy input items at the MRC 
meeting.  
 
The policy input request on supply chain risk management was presented at the MRC Pre-
Meeting and Informational Session webinar on July 12, 2017.  
 
Attachment  

1. July 5, 2017, Board Letter Requesting Policy Input 



 

3353 Peachtree Road NE 
Suite 600, North Tower 

Atlanta, GA 30326 
404-446-2560 | www.nerc.com 

 

 
July 5, 2017 
 
Mr. John Twitty, Chair 
NERC Member Representatives Committee 
 
Dear John: 
 
I invite the Member Representatives Committee (MRC) to provide policy input on one issue of particular 
interest to the NERC Board of Trustees (Board) as it prepares for its August 9-10, 2017, meetings in 
Ottawa, Canada. Additional background information is included in the July 12, 2017 MRC Informational 
Session agenda package to help MRC members solicit inputs from their sectors. As a reminder, please 
include a summary of your comments in your response (i.e., a bulleted list of key points) for NERC to 
compile into a single summary document to be provided to the Board for reference. 
 
Item 1: Supply Chain Risk Management 
On July 21, 2016, in Order No. 829, FERC directed NERC to develop a new or modified Reliability Standard 
that addresses supply chain risk management for industrial control system hardware, software, and 
computing and networking services associated with bulk electric system (BES) operations. The Cyber 
Security Supply Chain Risk Management Standard Drafting Team (SDT) drafted a new Reliability Standard 
CIP-013-1 and proposed modifications to CIP-005 and CIP-010 to address these directives. The standards 
are expected to be presented to the Board for adoption on August 10, 2017. The SDT presented a risk-
based approach focused on high and medium impact BES Cyber Systems, while not including standard 
requirements for low impact BES Cyber Systems. To support effective implementation of these new 
Reliability Standard requirements by industry, NERC is committed to collaborating with industry cyber 
security supply chain subject matter experts to identify best practices, develop additional guidance 
resources, and promote a common understanding of compliance obligations. These standards will not end 
the need to continue to focus on the cyber security challenges presented by emerging new technologies 
or upgrades of older technologies. To facilitate and focus NERC’s ongoing and collaborative efforts, the 
Board requests MRC policy input on the following questions:  

1. What activities or studies NERC should engage in between now and the effective date of the 
new and modified standards to support effective implementation? 

2. How should NERC evaluate the effectiveness of the standards going forward? 

3. What risks and related issues should NERC continue to study on a collaborative basis related to 
the challenges of cyber security supply chain risk management, including risks related to low 
impact BES Cyber Systems not covered by the standards? 

4. For assets that are not subject to the new cyber security supply chain risk management 
requirements, are there other actions NERC should take to address potential supply chain risks, 

http://www.nerc.com/gov/bot/MRC/Agenda%20Highlights%20nad%20Minutes%202013/MRC_Informational_Session_Conference_Call_and_Webinar_Agenda_July_12_2017.pdf
http://www.nerc.com/gov/bot/MRC/Agenda%20Highlights%20nad%20Minutes%202013/MRC_Informational_Session_Conference_Call_and_Webinar_Agenda_July_12_2017.pdf


 

 

such as developing guidelines, presenting webinars and/or collaborating with the Forums and 
small system representatives on strategies and best practices? 

 
In addition to the item above, there are several important documents that will be distributed for 
stakeholder and/or MRC comment over the next month. I encourage MRC members to provide input and 
look forward to discussions on these topics during the August 2017 Board and MRC meetings. 

• 2018 Business Plan and Budget – The second draft of the 2018 Business Plan and Budget will be 
posted for a ten-day stakeholder comment period in mid-July, with the final presented to the 
Board for approval on August 10. 

• ERO Enterprise Long-term Strategy, Operating Plan, and 2018 Metrics – The first draft of the ERO 
Enterprise long-term strategy, operating plan, and 2018 metrics will be posted for a stakeholder 
comment period from mid-July to mid-August. A second draft will be posted for stakeholder 
comment in September, with the final presented to the Board for approval in November. During 
the August meetings, the Board requests MRC members to be prepared to identify and discuss the 
three most important goals for the ERO Enterprise to achieve over the next 5 to 7 years. 

• Special Reliability Assessment: Single Points of Disruption – An embargoed copy of the draft 
assessment will be distributed to MRC members by mid-July for input into the final assessment to 
be presented to the Board for acceptance on August 10. 

 
In addition, I’d like to highlight the framework developed by the ERO Enterprise to address consistency 
concerns and identify best practices while allowing for innovation in the execution by the ERO Enterprise 
of both the Compliance Monitoring and Enforcement Program (CMEP) and the Organization Registration 
and Certification Program (ORCP). A panel discussion will be held during the August Board Compliance 
Committee (BOTCC) meeting to discuss this important effort. I encourage and look forward to input 
during this panel discussion, which may carry over to the MRC meeting. 
 
The full agenda packages for the Board, Board Committees and MRC meetings will be available on July 27, 
2017. I encourage the MRC to review the agenda materials for the August 2017 Board and MRC meetings 
and offer any additional input that is meaningful and timely to industry and stakeholders. 
 
Written comments should be sent to Kristin Iwanechko, MRC Secretary (Kristin.Iwanechko@nerc.net) by 
July 26, 2017, for the Board to review in advance of the meetings scheduled for Ottawa. 
 
Sincerely, 
 

 
Roy Thilly, Chair 
NERC Board of Trustees 
 
cc: NERC Board of Trustees 
 Member Representatives Committee 

mailto:Kristin.Iwanechko@nerc.net


Agenda Item 5a 
MRC Meeting 
August 9, 2017 

 
Supply Chain Risk Management 

 
 
Action 
Information 
 
Summary 
On July 21, 2016, the Federal Energy Regulatory Commission (FERC) issued Order No. 829, 
directing NERC to develop a new or modified Reliability Standard that addresses supply chain 
risk management for industrial control system hardware, software, and computing and 
networking services associated with Bulk Electric System (BES) operations. FERC established a 
filing deadline of one year from the effective date of Order No. 829, which is September 27, 
2017. 
 
Following the issuance of Order No. 829, NERC staff and the Standards Committee initiated 
Project 2016-03 to develop a supply chain risk management standard, which NERC expects to 
present to the NERC Board of Trustees (Board) for adoption at the August 10 meeting.  
 
The Board has requested policy input on: (1) how NERC should support effective 
implementation of the new and modified standards, (2) how NERC should evaluate the 
effectiveness of the standards going forward, (3) whether NERC should continue to review the 
risk from not including low impact BES Cyber Systems in the Reliability Standard, and (4) if there 
are actions NERC should take to address additional potential supply chain risks. A summary of 
the policy input will be provided at the meeting. The responses to these questions will be 
considered in the development of NERC’s filing of the Supply Chain Reliability Standard with 
FERC.  

https://www.ferc.gov/whats-new/comm-meet/2016/072116/E-8.pdf
http://www.nerc.com/pa/Stand/Pages/Project201603CyberSecuritySupplyChainManagement.aspx


Agenda Item 6 
MRC Meeting 
August 9, 2017 

 
Additional Policy Discussion of Key Items from Board Committee Meetings 

 
 
Action 
Discussion of specific items presented at the Board of Trustees (Board) Committee meetings. 
Staff presentations made at the Board Committee meetings will not be duplicated at the 
Member Representatives Committee (MRC) meeting. 
 
Summary 
On August 9, 2017, the MRC can expect to continue its increased participation and dialogue 
during the Board Committee meetings in Ottawa. The MRC will have additional time for policy 
discussion, as part of its own agenda, to respond to the information that is presented during 
the Committee meetings.  
 
The Standards Oversight and Technology Committee will hold its open meeting via conference 
call on August 3, instead of meeting in-person in Ottawa. The agenda and associated 
background material is posted approximately one week in advance of the meeting on the 
following webpage:  
 
Standards Oversight and Technology Committee  
 
The August 9, 2017, Board committee agendas and associated background materials are posted 
on the following webpages:  
 
Corporate Governance and Human Resources Committee 
 
Compliance Committee  
 
Finance and Audit Committee 
 

http://www.nerc.com/gov/bot/BOTSOTC/Pages/StandardsOversightandTechnologyCommittee(BOTSOTC).aspx
http://www.nerc.com/gov/bot/GOV/Pages/CorporateGovernanceandHumanResourcesCommittee(GOVERNANCE).aspx
http://www.nerc.com/gov/bot/BOTCC/Pages/ComplianceCommittee(BOTCC).aspx
http://www.nerc.com/gov/bot/FINANCE/Pages/2013FinanceandAuditCommittee.aspx


Agenda Item 7 
MRC Meeting 
August 9, 2017 

 
ERO Enterprise Long-term Strategy, Operating Plan, and 2018 Metrics 

 
 
Action 
Information 
 
Background 
Over the past five years, NERC and the Regional Entities (collectively, the ERO Enterprise) have 
made progress in the areas of strategic, operational, and resource planning, including 
collaboration on the development of a three-year strategic plan, metrics, and annual business 
plans and budgets (BP&Bs)1. This maturation, coupled with the recent focus among the ERO 
Enterprise, stakeholders, and policymakers regarding emerging bulk power system (BPS) 
reliability risks, makes it an appropriate time to consider the development of a long-term ERO 
Enterprise strategy in order to ensure that the ERO Enterprise operating plans and resources 
remain effectively and efficiently focused on ensuring BPS reliability. 
 
A first draft of a proposed ERO Enterprise Long-term Strategy, together with proposed updates 
to the ERO Enterprise Operating Plan and accompanying 2018 ERO Enterprise Metrics, were 
posted for stakeholder comment on July 20, 2017, with comments requested by August 17, 
2017. After review of these comments and any additional feedback during discussions at the 
Members Representative Committee (MRC) meeting on August 9, 2017, updated drafts will 
again be posted for stakeholder comment2. Final recommended documents will be presented 
for review and approval by the NERC Board of Trustees (Board) at its meeting on November 9, 
2017. The following section provides a brief description of each of these documents. 
 
Summary 
ERO Enterprise Long-term Strategy – The draft long-term strategy includes background and 
recommendations regarding key challenges and strategic focus areas for the ERO Enterprise 
over the next five to seven years. The draft strategy reviews emerging risks, including the 
potential reliability impacts, and recommends six long-term ERO Enterprise focus areas: 

1. Continue to strengthen risk-based focus, including assessment of emerging risks 

2. Continue to develop technical resources and capabilities 

3. Strengthen capabilities in security 

4. Strengthen communication 

5. Achieve greater ERO Enterprise-wide operating effectiveness efficiency  

6. Strengthen international engagement 
 

                                                      
1 The most recent version of the ERO Enterprise Strategic Plan and Metrics was approved by the NERC Board in November 2016. 
In recognition of the increasing operational focus of the ERO Enterprise Strategic Plan, the NERC Board, with the support of ERO 
Enterprise leadership, recommended that (1) the strategic plan be renamed as an operating plan, and (2) efforts be undertaken 
to develop an ERO Enterprise long-term strategy to guide periodic operating plan updates. 
2 Informal feedback will also sought from representatives of the MRC BP&B Input Group. 

http://www.nerc.com/AboutNERC/StrategicDocuments/Draft_1_ERO%20Enterprise%20Long-term%20Strategy.pdf
http://www.nerc.com/AboutNERC/Documents/ERO_Enterprise_Strategic_Plan_and_Metrics_2017-2020_Clean.pdf


The long-term strategy considers multiple inputs, including the Reliability Issues Steering 
Committee’s (RISC) Reliability Leadership Summit and ERO Reliability Risk Priorities report (RISC 
report), discussions with ERO Enterprise senior leadership and board members, and 
stakeholder review and input. The long-term strategy is meant to guide the operating plan and 
be reviewed on a periodic basis to identify any needed adjustments.  
 
ERO Enterprise Operating Plan – The draft operating plan (formerly known as the ERO 
Enterprise Strategic Plan) continues to identify the vision, mission, and core principles of the 
ERO Enterprise and its goals and contributing activities on a three-year horizon to support 
operational coordination, resource planning and allocation, and budgeting. In addition to the 
title change, the first draft of the operating plan in comparison to the last approved version 
reflects the following:  

• a revision of the Introduction to further clarify the strategic and operational planning 
process and its relationship with other ERO Enterprise processes; 

• refinement and streamlining of the mission and core principles; 

• a continuation of the existing goals, the addition of a goal focused specifically on 
security, and updates to the contributing activities, particularly to incorporate the 
principles set forth in the long-term strategy;  

• the addition of Regional Entity-specific contributing activities to explicitly identify roles 
and responsibilities for achieving each goal; and 

• the removal of the metrics appendix. The metrics will be available separately and will 
include historical information. Mapping of the metrics to the goals will continue. 

 
For the first draft, the mapping to and appendix of recommendations from the most recent 
RISC report have been removed for ease of review purposes. These recommendations will 
appear in the final draft with any mapping adjustments as needed. 
 
The operating plan, particularly the contributing activities, will be reviewed annually and 
updated as needed to inform a rolling three-year operational planning horizon.  
 
2018 ERO Enterprise Metrics – Continuing with last year’s shift to results-based reliability 
metrics, the draft metrics for 2018 include six metrics focused on BPS reliability and security3. 
These metrics remain essentially the same as the approved 2017 metrics, with some 
adjustments to the supporting measures, thresholds, and targets, as well as the removal of the 
sub-metric under Metric 6 that measured outages due to cold weather. Metric 7, which was 
focused on NERC efficiency and effectiveness in 2017, has been revised for 2018 to provide a 
greater focus on ERO Enterprise efficiency and effectiveness. These metrics and supporting 
measures will continue to be reviewed annually to ensure they are appropriately measuring 
progress to meaningfully inform ERO Enterprise near and long-term priorities.  
 
As discussed in the July policy input letter, the NERC Board requests the MRC to be prepared to 
discuss these current ERO Enterprise strategic and operational planning efforts during the 
August 9, 2017, MRC meeting, specifically to identify and discuss the three most important 
goals for the ERO Enterprise to achieve over the next five to seven years.  

                                                      
3 NERC and each of the Regional Entities also develop annual performance goals for their organizations and personal goals for 
staff that support the ERO Enterprise’s operating plan. 

http://www.nerc.com/comm/RISC/Related%20Files%20DL/ERO_Reliability_Risk_Priorities_RISC_Reccommendations_Board_Approved_Nov_2016.pdf
http://www.nerc.com/AboutNERC/StrategicDocuments/Draft_1_ERO%20Enterprise%20Operating%20Plan.pdf
http://www.nerc.com/AboutNERC/StrategicDocuments/Draft_1_2018%20ERO%20Enterprise%20Metrics.pdf


 
Agenda Item 8 
MRC Meeting 
August 9, 2017 

 
Technical Rationale for Reliability Standards 

 
 
Action 
Information 
 
Background  
The Reliability Standards template currently includes a Guidelines and Technical Basis (GTB) 
section to provide standard drafting teams a mechanism to: (1) explain the technical basis for 
the associated Reliability Standard (and Requirements therein); and (2) provide technical 
guidance to help support effective application of the associated Reliability Standard. Given the 
development and approval of the Compliance Guidance Policy, NERC staff and stakeholders felt 
there was a need to review the principles, development, and use of GTB. To that end, NERC 
staff and the Standards Committee (SC) leadership developed the Technical Rationale in 
Reliability Standards document to clarify the distinction between Implementation Guidance and 
material related to Technical Rationale, and to outline the manner in which standard drafting 
teams may provide Technical Rationale going forward. The SC endorsed this document at its 
June 14, 2017, meeting. The document specifies that Technical Rationale developed by 
standard drafting teams and stakeholders should: 

1. Be a separate document that is clearly marked as Technical Rationale for Reliability 
Standard XXX-XXX-X; 

2. Provide stakeholders and the ERO Enterprise an understanding of the technology and 
technical requirements in the Reliability Standard. 

3. Avoid compliance approach(es) to implementing a Reliability Standard. 
 
Based on these principles, the standard development template will be modified to remove the 
“Guidelines and Technical Basis” section. As existing standards are modified by a drafting team, 
the language in the “Guidelines and Technical Basis” section will be moved to a separate 
document that is clearly marked as Technical Rationale for Reliability Standard XXX-XXX-X. 
Additionally, the following actions will be performed over the next year to address GTB that 
exist in current Reliability Standards: 

1. NERC staff will develop ERO guidance on the use of existing GTB and future Technical 
Rationale (e.g., a Compliance Monitoring and Enforcement Program Practice Guide). 

2. NERC staff will coordinate a review of existing GTB for possible Compliance Guidance 
language. 

3. NERC staff will facilitate a transition of existing GTB to Technical Rationale.  
 
Should an entity seek ERO Enterprise endorsement of a particular compliance approach, it 
should submit Implementation Guidance for ERO Enterprise consideration, consistent with 
NERC’s Compliance Guidance Policy. In summary, the Compliance Guidance Policy provides 
stakeholders with the following process:  
 

http://www.nerc.com/pa/comp/Resources/ResourcesDL/Compliance_Guidance_Policy_FINAL_Board_Accepted_Nov_5_2015.pdf
http://www.nerc.com/pa/Stand/Resources/Documents/Technical%20Rationale%20in%20Standards.pdf
http://www.nerc.com/pa/Stand/Resources/Documents/Technical%20Rationale%20in%20Standards.pdf


Implementation Guidance provides a means for registered entities to develop 
examples or approaches to illustrate how registered entities could comply with a 
standard that has been vetted by industry and endorsed by the ERO Enterprise. The 
examples provided in the Implementation Guidance are not exclusive, as there are 
likely other methods for implementing a standard. The ERO Enterprise’s 
endorsement of an example means the ERO Enterprise Compliance Monitoring and 
Enforcement Program staff will give these examples deference when conducting 
compliance monitoring activities. Registered entities can rely upon the example and 
be reasonably assured that compliance requirements will be met with the 
understanding that compliance determinations depend on facts, circumstances, and 
system configurations.  

 



Agenda Item 9 
MRC Meeting 
August 9, 2017 

 

Update on Security Issues 
 
 
Action 
Information 
 
Summary 
In recent months, several cyber security incidents were analyzed by the Electricity Information 
Sharing and Analysis Center (E-ISAC). Two of these incidents resulted in the issuance of Level 1 
NERC Alerts. This presentation will provide additional details on the most significant events, 
including: 

• WannaCry ransomware outbreak on May 12, 2017, that impacted over 100 countries 
including the United States, Canada, and Mexico. It exploited a vulnerability in Microsoft 
operating systems that had been patched by Microsoft one month earlier.  

• Industroyer/CrashOverride industrial control systems malware discovered by a 
European research team and subsequently linked to a December 2016 cyber incident in 
Ukraine. E-ISAC was notified on June 9, 2017, that media stories would run on June 12, 
2017, and worked closely with the research teams to ensure that electricity utilities 
were properly notified prior to the public release. A public Level 1 NERC Alert was issued 
on June 13, 2017, outlining the new capabilities revealed by investigators and provided 
recommended defensive actions for utilities. 

• Petya (aka NotPetya) ransomware outbreak on June 27, 2017, that impacted a smaller 
number of countries than WannaCry and seemed to target companies in Ukraine. It 
exploited the same Microsoft vulnerability used by WannaCry. 

• “Nuclear-17” investigation revealed by E&E News on June 27, 2017, that suggested one 
or more energy utilities were victims of a cyber intrusion. E-ISAC was aware of the 
investigation and worked closely with government officials to notify utilities. A non-
public Level 1 NERC Alert was issued on June 30, 2017, highlighting the technical details 
of a government analysis report, as well as, additional details uncovered by E-ISAC via 
relationships with utilities and private sector security firms.  

 
Attachment 

1. Industry Advisory: Modular Malware Targeting Electric Industry Assets in Ukraine, June 
13, 2017 

 



 

 

 

Industry Advisory 
Modular Malware Targeting Electric Industry Assets in Ukraine 
 
Initial Distribution: June 13, 2017 

The E-ISAC is issuing a Level 1 NERC Alert to inform NERC registered entities of 
capabilities found in malware that targeted electric industry assets in Ukraine. 
Why am I receiving this? >> 
About NERC Alerts >> 

 

Status: No Reporting is Required – For Information Only 

 

 
 

PUBLIC: No Restrictions 
More on handling >> 

Instructions: NERC advisories are designed to improve reliability by sharing critical reliability 
information and are made available pursuant to Rule 810 of NERC’s Rules of 
Procedure for use as your organization deems appropriate. No response is 
necessary. A NERC advisory is not the same as a Reliability Standard, and your 
organization will not be subject to penalties for a failure to implement any 
recommendations or practices provided in this advisory. Additionally, issuance of 
this advisory does not lower or otherwise alter the requirements of any approved 
Reliability Standard, or excuse the prior failure to follow the practices discussed in 
the advisory if such failure constitutes a violation of a Reliability Standard. 

Distribution: Initial Distribution: Balancing Authority, Distribution Provider, Generator Owner, 
Generator Operator, Interchange Authority, Load-Serving Entity, Reliability 
Coordinator, Transmission Owner, Transmission Operator, Transmission Planner, 
Transmission Service Provider 
Who else will get this alert? >> 
What are my responsibilities? >> 

Primary Interest 
Groups: 

Cyber Security – Control Systems, Cyber Security – Corporate IT, Generation 
Engineering, Generation Operations, System Operations – Transmission 
Engineering, System Operators, System Operators – System Protection, 
Transmission Planning 

http://www.nerc.com/pa/rrm/bpsa/Pages/Why-am-I-receiving-this-Primary-Recipients.aspx
http://www.nerc.com/pa/rrm/bpsa/Pages/About-Alerts.aspx
http://www.nerc.com/pa/rrm/bpsa/Pages/Handling-NERC-Alerts.aspx
http://www.nerc.com/pa/rrm/bpsa/Pages/Who-else-will-get-this-alert.aspx
http://www.nerc.com/pa/rrm/bpsa/Pages/About-Alerts.aspx
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Advisory: Cybersecurity firms Dragos Inc.1 and ESET2 reported on malware that specifically 
targets electric industry assets and has been associated with the cyber-attack that 
caused an electric outage in Kiev, Ukraine in December 2016. The following is a 
collaborative effort between the E-ISAC and Dragos Inc. to provide recommended 
actions in light of the information in their reports. 
 
The malware is a framework comprised of modules that can be added or removed 
depending on the desired capabilities and the specific devices and equipment 
found in a victim’s environment. 
 
The malware can cause loss of visibility, loss of control, manipulation of control, 
interruption of communications, and deletion of local and networked critical 
configuration files. 
 
By leveraging preloaded configuration file(s) with the utility’s asset deployment 
information, the malware can identify open platform communication (OPC) server 
items and devices that control circuit breakers. These configuration files may also 
allow the malware to run independently.  The malware can also establish 
communications to cross the Information Technology/Operational Technology 
(IT/OT) boundary. This was done through customization of the malware to use 
internal proxy hosts, showing significant understanding of the target environment. 
 
The malware can cause a loss of visibility and control by setting all OPC items to an 
“out of limits” value, or by killing the Communication Service process, establishing 
communication with slave devices and behaving as the master process. As the 
master process, it can set specific values, enumerate Information Object 
Addresses (IOAs) or set Remote Terminal Unit (RTU) IOAs to open or toggle 
between open and close. The malware can perform these actions over 
Transmission Control Protocol (TCP)/Internet Protocol (IP) and serial 
communications. 
 
After the malware performs its desired effect, it deletes key operating system files 
and settings of the compromised host and wipes Industrial Control System (ICS) 
configuration files on local and mapped networked drives. 
 
The malware can reportedly perform a denial of service attack on a specific series 
of digital protective relays by leveraging a patched vulnerability that will cause an 
unpatched relay to become unresponsive. Requiring a manual reset of the relay. 
 

                                                      
1 https://dragos.com/blog/crashoverride/CrashOverride-01.pdf  
2 https://www.eset.com/us/about/newsroom/press-releases/eset-discovers-dangerous-malware-designed-to-disrupt-industrial-control-
systems/  

https://dragos.com/blog/crashoverride/CrashOverride-01.pdf
https://www.eset.com/us/about/newsroom/press-releases/eset-discovers-dangerous-malware-designed-to-disrupt-industrial-control-systems/
https://www.eset.com/us/about/newsroom/press-releases/eset-discovers-dangerous-malware-designed-to-disrupt-industrial-control-systems/
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Importantly, the malware causes the aforementioned effects by leveraging the 
common functionalities and the inherent system-to-system trust typically found in 
grid operations. It does not leverage vulnerabilities or zero-day exploits for its core 
desired effects. The malware was coded with advanced knowledge of grid 
operations and, when used in the cyber-attack in Kiev, was delivered to specifically 
impact the target location’s human machine interfaces (HMIs), remote terminal 
units (RTU), and circuit breakers. 
 
The malware requires detailed information of the victim’s environment to cause 
desired effects. This information may have been obtained prior to the attack on 
the Ukrainian utility and loaded into the configuration file(s). Alternatively, the 
malware may be used to obtain the information. 
 
The malware’s framework design allows for the swapping in and out of modules 
that can tailor its capabilities for different grid ICS environments. While the 
Ukrainian victim’s deployment in that scenario used communication protocols not 
typically found in the United States (IEC 60870-5-101, and IEC 60870-5-104), the 
modules that leveraged those communication protocols could be replaced with 
modules to impact protocols that are relevant and in high use throughout North 
America. Therefore, the malware’s attack capabilities may not be limited to a 
technology or specific vendor. 
 
Direct external communication was not necessary for the malware to function. 
The Ukraine utility’s ICS environment required the malware to communicate 
externally using a local proxy. The proxy communicated externally by beaconing 
on 3128/tcp. Once a connection was established, it initiates a backdoor by sending 
POST requests that include the compromised Windows system’s global unique 
identifier (GUID) in the body of the packets. The GUID is used to authenticate the 
compromised system. Communication to an external command and control (C2) 
server is accomplished through the proxy and across TOR exit nodes. 
 
The malware sample examined by ESET was reported to have a denial of service 
module that leveraged the patched vulnerability CVE-2015-5374. This vulnerability 
targets SIPROTECT digital protective relays. Although this vulnerability is vendor 
specific, the malware does not need this module’s functionality to perform its core 
objective. Additionally, there is no evidence that SIPROTECT relays were targeted 
in the Ukraine attack. 
 
Due to the malware’s capability to act autonomously through time bombs, passive 
defenses such as air gapping will not prevent the malware from being activated 
once in the network. In the attack on the Ukrainian utility, the time bomb was 
used to execute ICS file wiping hours after the breakers were set to open or toggle 
between open and close.  
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Currently, the E-ISAC is not aware of how the malware was introduced into the 
Ukrainian victim’s network. 
 
Recommended Actions: 
 
The E-ISAC encourages members to limit privileged access and remove 
unnecessary privileged accounts from the ICS environment. Authentication should 
include two factor authentication. Also, members should develop an 
understanding of the communication protocols used in their ICS environment and 
create a baseline of how these protocols are typically used. This base knowledge 
should be used to monitor network traffic for deviations in Master/Slave 
communication and abnormal telemetry and IOA settings. 
 
The modular nature of the malware makes it is unlikely that file hashes and other 
signature-based detection methods will effectively detect the malware on a host. 
Application whitelisting on HMIs may prevent some malware from executing. 
Behavior-base detection methods, such as YARA rules, may provide a higher 
confidence of detection. 
 
Proper patch management processes will also help mitigate the effectiveness of 
some add-on functionalities of the malware, such as the denial-of-service module. 
Software updates should be validated with digital hashes from the vendor. 
Additionally, a redundant backup and recovery strategy can mitigate the effects of 
the malware’s data wiping functionality. 
 

Background: The malware at the center of this notification is a development and improvement 
on previous cyber-attack trade craft used to attack Ukraine’s electric 
infrastructure. Prior to the December 18, 2016 cyber-attack that leveraged this 
malware, Ukraine’s electric infrastructure was the victim of another cyber-attack 
that affected approximately 225,000 customers for several hours. 
 
On December 23, 2015, three of Ukraine’s 23 Oblenergos were attacked. The 
coordinated attacks focused on breaker controls at three electricity distribution 
sites. The breakers were opened through remote access to the operations 
environment. 
 
The 2016 attack on Ukraine’s grid automated a lot of the actions necessary to 
cause the desired effect. The actors behind these cyber –attacks appear to 
continue developing and improving their ability to impact Ukraine’s power grid. 
 

Generally, the E-ISAC continues to request: 
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• Member feedback on the quality of indicator provided by the E-ISAC. 
• Additional details, including activity logs or forensic artifacts, such as 

binaries or network captures to derive stronger context or indicators that 
can be shared with members and partners. 

• High-confidence indicators or signatures for both untargeted and targeted 
threats to the electricity sector. 

 
With this information, the E-ISAC can provide updates allowing members to be 
more effective in detecting and scoping of this activity and other threats. We 
encourage members that have information regarding successful detections of 
threats, or updates involving suspected activity later determined benign, to share 
them on the E-ISAC portal (https://www.eisac.com). 
 

Contact: Electricity ISAC 
North American Electric Reliability Corporation 
3353 Peachtree Road NE  
Suite 600 – North Tower  
Atlanta, GA 30326  
alerts@eisac.com 
 

Alert ID: A-2017-06-13-01 

You have received this message because you are listed as a primary compliance contact for your organization on 
the North American Electric Reliability Corporation’s compliance registry. If you believe that you have received this 

message in error, please notify the sender immediately and delete or otherwise dispose of all occurrences or 
references to this email. If you have questions about your membership in this list, please contact Bulk Power System 

Awareness at NERC by calling (404) 446-9797 or via email at nerc.alert@nerc.net . 

 

North American Electric Reliability Corporation 
3353 Peachtree Road NE 
Suite 600, North Tower 

Atlanta, GA 30326 
(404) 446-2560 | www.nerc.com 

 

https://www.eisac.com/
mailto:alerts@eisac.com
mailto:nerc.alert@nerc.net
http://www.nerc.com/
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Accountability Matrix 

 
Action 
Information 
 
Background 
The Accountability Matrix tracks key action items resulting from the quarterly MRC and Board 
of Trustee meetings and the policy input letter responses. The Accountability Matrix is updated 
quarterly and posted on the NERC website. 
 
Attachment 

1. Accountability Matrix – July 27, 2017 

http://www.nerc.com/gov/bot/Pages/Agenda-Highlights-and-Minutes-.aspx


Accountability Matrix
July 27, 2017

Identifier Topic Summary of Commitment Comments/Status Open/Closed

2016-05
Internal Controls 
Evaluations (ICE)

Increase registered entity engagement with 
internal controls evaluations.

The ERO Enterprise revised the Internal Controls Evaluation Guide, now the 
Guide for Internal Controls, in an effort to streamline the process and ensure the 
Guide is effective and efficient process for input into compliance oversight 
planning. The Guide also now considers how the ERO Enterprise understands 
internal controls throughout CMEP activities to help inform compliance 
monitoring decisions.  Additionally,  the ERO Enterprise is working with CCC to 
enhance registered entity understanding of the benefits of internal controls and 
how the use of internal controls supports compliance with the NERC Reliability 
Standards and overall reliability and security of the BPS. Education and outreach 
activities are occurring during 2017. Open

2016-07

Consistency in the 
Coordinated 

Oversight 
Program of MRREs

Develop follow-up actions to ensure consistency 
and address lessons learned from the MRRE 
program.

During 2016, NERC and the Regional Entity executives approved a task force, 
made up of representatives from NERC and each Regional Entity, focused on 
enhancing the Coordinated Oversight Program for Multi-Region Registered 
Entities (MRREs). This ERO Enterprise task force developed procedures for 
conducting CMEP activities for registered entities involved in the Coordinated 
Oversight Program.  By the first quarter of 2017, all Regional Entity staff 
completed training on these procedures.  The procedures and associated training 
helps ensure consistency in the implementation of the Coordinated Oversight 
Program. Additionally, the ERO Enterprise  task force continues to look for 
lessons learned and improvement opportunities for the program.  For example,  
the task force is reviewing processes used for conducting Inherent Risk 
Assessments (IRAs) for registered entities in Coordinated Oversight to ensure a 
consistent and coordinated approach for IRAs and scoping compliance 
monitoring activities. The ERO Enterprise task force is also in the process of 
updating existing Frequently Asked Questions to help inform industry outreach 
needs. During the fourth quarter of 2017, the task force plans to conduct a 
second survey seeking stakeholder feedback to inform additional process 
improvements and outreach needs. Open

2016-09 Metrics
Develop supplemental metrics that measure 
operational effectiveness.

The NERC efficiency and effectiveness metric was approved by the Board at its 
February 2017 meeting. Proposed measures for ERO Enterprise efficiency and 
effectiveness for 2018 are being developed and will be presented in August and 
for stakeholder review and comment. Open

2016-12

Guidelines and 
Technical Basis for 

Standards
Clarify the intent of the 'Guidelines and Technical 
Basis' section of Reliability Standards.

NERC staff and the Standards Committee (SC) leadership developed the 
“Technical Rationale in Reliability Standards” document to clarify the distinction 
between Implementation Guidance and material related to technical rationale, 
and to outline the manner in which standard drafting teams may provide 
technical rationale going forward. This document was endorsed by the SC at its 
June 14, 2017 meeting and will be presented at the August MRC meeting. Open

2017-01
Strategic Planning 

Process
Develop visual representation of inputs into the 
strategic planning process.

This will be addressed as part of the strategic planning updates to be provided in 
August for stakeholder review and comment. Open

2017-02
Auditor 

Credentials Gather information on auditor credentials.

NERC is working with the Regional Entity Compliance Managers to determine the 
baseline of credentials currently held by ERO Enterprise audit staff. A review of 
these credentials will be conducted to determine if they address the requisite 
knowledge, training and skills to conduct Compliance audits that are identified in 
the Compliance Monitoring Competency Guide section of ERO Enterprise CMEP 
Manual. Open
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Update on Regulatory Matters 

(As of July 26, 2017) 
 
 
Action 
Information 
 
FERC Orders Issued Since the Last Update 
FERC orders are available on the NERC website FERC Orders/Rules page. 
 
NERC Filings to FERC Since the Last Update 
NERC filings to FERC are available on the NERC website NERC Filings to FERC page. 
 
NERC Filings in Canadian Jurisdictions Since the Last Update 
NERC filings to applicable Canadian governmental authorities are available on the NERC website 
Canadian Filings and Orders page. This page also contains links to the websites of each of the 
applicable Canadian governmental authorities, where orders, consultation records, and other 
records related to NERC matters may be found. 
 
Processes for making standards enforceable, and monitoring and enforcing compliance are 
specific to each jurisdiction in Canada. The Federal, Provincial, and Territorial Monitoring and 
Enforcement Sub-group (MESG) has developed provincial summaries of each province’s electric 
reliability standard-making and enforcement functions, with U.S. comparators. The Canada 
page of the NERC website contains these summaries, as well as a link to the Canadian MOUs 
page. 
 
Anticipated NERC Filings 
Highlights of NERC filings that will be submitted to applicable governmental authorities in the 
U.S. and Canada appear below: 

1. August 11, 2017 – NERC will submit an errata filing based on the recommendations of 
the periodic review team’s assessment of Reliability Standards VAR-001-4.1 – Voltage 
and Reactive Control and VAR-002-4 – Generator Operation for Maintaining Network 
Voltage Schedules and based on corrections to a Violation Severity Level in Regional 
Reliability Standard VAR-501-WECC-3 – Power System Stabilizer.  
Pending Board approval 

2. August 14, 2017 – Within 45 days of the end of each quarter, NERC must submit the 
unaudited report of the NERC budget-to-actual spending variances during the preceding 
quarter. Docket No. FA11-21-000  
Pending Board approval 

3. August 14, 2017 – NERC will submit a compliance filing in response to a Commission 
directive on Reliability Standard BAL-002-2 to revise the Violation Risk Factor 
designations for Requirements R1 and R2 from “medium” to “high”, per Order No. 835. 
Pending Board approval 

http://www.nerc.com/FilingsOrders/us/Pages/FERCOrdersRules.aspx
http://www.nerc.com/FilingsOrders/us/Pages/NERCFilingstoFERC.aspx
http://www.nerc.com/FilingsOrders/ca/Pages/default.aspx
http://www.nerc.com/AboutNERC/keyplayers/Pages/Canada.aspx
http://www.nerc.com/FilingsOrders/ca/Pages/Canadian-MOUs.aspx


 
 

4. August 24, 2017 – NERC must submit the annual 2018 business plans and budgets of 
NERC and the Regional Entities, in accordance with 18 C.F.R §39.4.  
Pending Board approval 

5. August 31, 2017 – NERC will submit a quarterly filing in Nova Scotia of FERC-approved 
Reliability Standards. 

6. September 8, 2017 – NERC will submit proposed revisions to the Southwest Power Pool 
Bylaws.  
Pending Board approval 

7. September 11, 2017 – NERC will submit an informational filing regarding the proposed 
revision to the Northeast Power Coordinating Council, Inc. Quebec Regional Variance to 
PRC-006-3– Automatic Underfrequency Load Shedding (UFLS). 
Pending Board approval 

8. September 11, 2017 – NERC will submit proposed Regional Reliability Standard BAL-502-
RF-03 – Planning Resource Adequacy Analysis, Assessment and Documentation. 
Pending Board approval 

9. September 11, 2017 – NERC will submit proposed Regional Reliability Standard PRC-006-
SERC-02 – Automatic Underfrequency Load Shedding Requirements. 
Pending Board approval 

10. September 11, 2017 – NERC will submit its annual report on the Find, Fix, Track and 
Report (FFT) and Compliance Exception programs. Docket No. RC11-6-004 

11. September 27, 2017 – NERC must submit proposed Reliability Standards CIP-005-6 – 
Electronic Security Perimeter(s); CIP-010-3 – Cyber Security - Configuration Change 
Management and Vulnerability Assessments; and CIP-013-1 – Cyber Security - Supply 
Chain Risk Management, per Order No. 829. 
Pending Board approval 

12. September 28, 2017 – NERC must submit its annual report on wide-area analysis of 
Technical Feasibility Exceptions (TFEs). Docket Nos. RR10-1-000 and RR13-3-000 

13. October 2, 2017 – NERC must submit an informational filing to address whether 
Reliability Standard CIP-014-1 provides physical security for all “High Impact” control 
centers, as that term is defined in Reliability Standard CIP-002-5.1, per Order No. 802. 

 
Mexican Energy Reforms 
In the first quarter of 2017, Mexico signed two agreements signifying its intent to cooperate 
with the United States on reliability and participate in the international ERO. The first, signed on 
January 7, 2017, is a set of bilateral reliability principles between Mexican and U.S. energy 
officials. The second, signed on March 8, 2017, is a memorandum of understanding (MOU) 
among NERC, the Mexican Energy Regulatory Commission (CRE), and the Mexican electricity 
system and market operator (CENACE). The MOU signals the intent of the parties to work 
together to facilitate Mexico’s participation in the international ERO. 
 
A steering group comprised of the chairman of CRE, the director general of CENACE, and the 
president and CEO of NERC is directing efforts to facilitate Mexico’s participation in the ERO, 
including prioritization of NERC standards to be considered for adoption in Mexico. NERC and 



 
 
WECC will continue working with CRE and CENACE as the MOU is implemented. WECC and 
Mexican counterparts are developing an agreement to supersede and replace the Membership 
and Operating Agreement under which WECC performs certain functions in Baja California 
Norte. 
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Antitrust Compliance Guidelines



I. General

It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that unreasonably restrains competition. This policy requires the avoidance of any conduct that violates, or that might appear to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement between or among competitors regarding prices, availability of service, product design, terms of sale, division of markets, allocation of customers or any other activity that unreasonably restrains competition.



It is the responsibility of every NERC participant and employee who may in any way affect NERC’s compliance with the antitrust laws to carry out this commitment.



Antitrust laws are complex and subject to court interpretation that can vary over time and from one court to another. The purpose of these guidelines is to alert NERC participants and employees to potential antitrust problems and to set forth policies to be followed with respect to activities that may involve antitrust considerations. In some instances, the NERC policy contained in these guidelines is stricter than the applicable antitrust laws. Any NERC participant or employee who is uncertain about the legal ramifications of a particular course of conduct or who has doubts or concerns about whether NERC’s antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel immediately.



II. Prohibited Activities

Participants in NERC activities (including those of its committees and subgroups) should refrain from the following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings, conference calls and in informal discussions):

· Discussions involving pricing information, especially margin (profit) and internal cost information and participants’ expectations as to their future prices or internal costs.

· Discussions of a participant’s marketing strategies.

· Discussions regarding how customers and geographical areas are to be divided among competitors.

· Discussions concerning the exclusion of competitors from markets.

· Discussions concerning boycotting or group refusals to deal with competitors, vendors or suppliers.























· Any other matters that do not clearly fall within these guidelines should be reviewed with NERC’s General Counsel before being discussed.



III. Activities That Are Permitted

From time to time decisions or actions of NERC (including those of its committees and subgroups) may have a negative impact on particular entities and thus in that sense adversely impact competition.

Decisions and actions by NERC (including its committees and subgroups) should only be undertaken for the purpose of promoting and maintaining the reliability and adequacy of the bulk power system. If you do not have a legitimate purpose consistent with this objective for discussing a matter, please refrain from discussing the matter during NERC meetings and in other NERC-related communications.



You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business.



In addition, all discussions in NERC meetings and other NERC-related communications should be within the scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as within the scope of the published agenda for the meeting.



No decisions should be made nor any actions taken in NERC activities for the purpose of giving an industry participant or group of participants a competitive advantage over other participants. In particular, decisions with respect to setting, revising, or assessing compliance with NERC reliability standards should not be influenced by anti-competitive motivations.



Subject to the foregoing restrictions, participants in NERC activities may discuss:

· Reliability matters relating to the bulk power system, including operation and planning matters such as establishing or revising reliability standards, special operating procedures, operating transfer capabilities, and plans for new facilities.

· Matters relating to the impact of reliability standards for the bulk power system on electricity markets, and the impact of electricity market operations on the reliability of the bulk power system.

· Proposed filings or other communications with state or federal regulatory authorities or other governmental entities.

· Matters relating to the internal governance, management and operation of NERC, such as nominations for vacant committee positions, budgeting and assessments, and employment matters; and procedural matters such as planning and scheduling meetings.













NERC Antitrust Compliance Guidelines	2

image1.jpeg



image2.png



image3.png



